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Background 

Cloud computing has its place in company computing strategies, but has known 

security management challenges. Management of the risks is the responsibility of 

the company – they cannot be abdicated – but the terms of a supply contract can 

help in managing them, and require providers to apply good security practices 

diligently. 

 

Cloud computing is defined as convenient, on-demand access to a shared pool of 

computing resources, delivered as a service using internet technologies. Cloud 

computing offers flexibility and availability at lower cost (comparable to traditional 

computing) but is still maturing in the market place and is yet to be standardised. 

 

This document provides guidance on the different types, uses and Information 

Security risks of cloud computing within the context of an e-Commerce 

infrastructure. 

 

Information Security Standards 

Since cloud computing is yet to be standardised, there are a number of factors to 

be considered when migrating to cloud services, and companies need to clearly 

understand their needs before they can determine whether these can be met by a 

particular solution or provider. 

PCI DSS 
Cloud security is a shared responsibility between the cloud service provider (CSP) 

and its clients. If payment card data is stored, processed or transmitted in a cloud 

environment, PCI DSS will apply to that environment, and will typically involve 

validation of both the CSP’s infrastructure and the clients’ usage of that 

environment. It is important to understand that all cloud services are not created 

equal. The PCI Security Standards Council have issued “PCI DSS Cloud Computing 

Guidelines” that provide guidance on the use of cloud technologies and 

considerations for maintaining PCI DSS controls in cloud environments. 

Personal Data 
By processing data in the cloud a company may encounter risks to data protection 

that they were previously unaware of. It is important that data controllers take time 

to understand the data protection risks that cloud computing presents. The 

Information Commissioner’s Office (ICO) have issued “Guidance on the use of cloud 

computing” which advises on a company’s obligations and good information 

handling techniques in accordance with The Data Protection Act 1998 (DPA). The 

data controller has ultimate responsibility for complying with the DPA and does not 

transfer data protection obligations to the cloud provider simply by choosing to use 

its services in order to process their personal data. 
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Deployment Models 

Cloud computing can be deployed using a number of different models. 

Private cloud 
Virtual servers either in your own data centre or a third-party data centre, which 

can be instantly scaled up and down to accommodate different workloads, ensuring 

optimum performance and elasticity for cloud-architected applications. The 

infrastructure may be shared among different applications, but your company is the 

sole user of the cloud service giving additional peace of mind around data security. 

The underlying hardware may be managed and maintained by a cloud provider 

under an outsourcing contract whilst access to the cloud service may be restricted 

to a local or wide area network. 

Community cloud 
The cloud infrastructure is shared by several companies who access the resources 

of the same cloud service. Typically the cloud customers will share specific 

requirements such as a need for legal compliance, sharing the same business 

model or high security which the cloud service provides. Access to the cloud service 

may be restricted to a wide area network. 

Public cloud 
The infrastructure, platform or software is provided by a third-party and shared by 

multiple companies. Public cloud infrastructure exists on the cloud providers’ 

premises and all users share a common logical database and/or application where 

the cloud provider controls access to the data, ensuring that each customer can see 

only their own data (which might be shared by some or all members of the same 

customer). With public cloud offerings, the Provider does all the high privilege 

administration, but some delegation of user access management to end users may 

be permitted such as allowing a company to instantly and automatically provision 

and de-provision virtual servers as demand dictates (allowing a company to only 

pay for what is used). Access to the cloud service is likely to be over the public 

internet. 

Hybrid cloud 
Hybrid clouds are used to describe a combination of private, community and public 

clouds. A cloud customer will segregate data and services across different cloud 

services, with access between them restricted depending on the type of data they 

contain. Hybrid clouds are often used to provide redundancy, load balancing 

purposes, or ‘cloud-bursting’ (for example, an application within a private cloud 

could be configured to use computing resources from a public cloud during peak 

capacity times). 

 

Service Models 

Whilst the term cloud computing may be applied to a range of technologies there 

are three most commonly used cloud service models: 

 Infrastructure as a Service (IaaS) – An IaaS cloud offers access to the 

raw computing resources of a cloud service. Rather than purchasing 

hardware itself, the company purchases access to the cloud provider’s 

hardware according to the capacity required. 
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 Platform as a Service (PaaS) – A PaaS cloud offers access to a computing 

platform which allows companies to deploy their applications. The platform 

may in turn be hosted on a cloud IaaS. 

 Software as a Service (SaaS) – A SaaS cloud offers access to a complete 

software application which the company may access through a web browser 

or other software. Accessing the software in this manner eliminates or 

reduces the need to install software on the client machine and allows the 

service to support a wider range of devices. The software may in turn be 

hosted on a cloud platform or infrastructure. 
 

The main difference between service models relate to how control is shared 

between a company and the cloud service provider, which in turn impacts the level 

of responsibilities for each party. As a general rule the SaaS service model provides 

a company with the least amount of control over hardware, security and operational 

controls, whereas IaaS offers the most control. 

 

While companies may be attracted to the SaaS and PaaS models, due to the 

resource savings and reduced responsibility for administering the cloud 

environment, they must be aware that these models also correspond to a greater 

loss of control of the environment housing their sensitive data. Contractual 

agreements and ongoing due diligence become especially critical where control is 

outsourced to ensure that the required security measures are being met and 

maintained by the cloud service provider. 
 

Enterprise usage of cloud services 

Cloud-architected applications and environments must embrace the security of data 

being handled. Where a company classifies the data within their infrastructure as 

‘Personal Data’, ‘Payment Card Data’ or ‘Confidential business data’ then a risk 

assessment audit must be undertaken since it is not recommended to process, 

store or transmit such data within a cloud environment. 

 

Where Personally Identifiable Data is to be held by a Private or Community Cloud 

service then appropriate contract obligation clauses, as defined by UK ICO as good 

practice to meet the Data Protection Act [1998] requirements, must be included in 

any related contract. 

 

Physical location of the cloud solutions must be considered to ensure adequate 

coverage is provided for EU-based trading; this may raise questions for customers 

based in other regions (i.e. outside the EU). As a general rule all data held in a 

Private Cloud service must be warranted by the cloud provider to be held 

exclusively within the European Economic Area (EEA). 

 

Dependent upon the solution being considered, and to help reduce the scope of PCI 

DSS compliance audits, it is recommended that a Third Party Payment Gateway is 

utilised to perform payment processing; ensuring that all credit card related 

information is not handled or stored within a cloud environment e.g. using a Hosted 

Payment Page or Tokenisation solution. 

 

A Public Cloud offering is designed to be multi-tenanted. Due to potential disruption 

to other cloud customers, some cloud service providers do not allow penetration 

testing or vulnerability scanning (required for PCI DSS compliance) as per their 

acceptable use policies. Cloud solutions do not typically provide any performance 
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guarantees (e.g. since they have no dedicated CPU’s) and should be considered a 

critical step early on in the development lifecycle (design and deployment stages) 

of the cloud-architected applications. 

 

Ensure that security responsibilities are made clear, including data encryption, 

software patching, server configurations and access control. Since an environment 

may be shared across multiple cloud customers a well-defined patching 

methodology is required to ensure continuity, and security, of the service. Many 

cloud service providers place the responsibility for securing data on a company, 

whilst many companies assume that cloud providers will take responsibility for the 

data stored in these services. 

 

With cloud services collecting more data from companies, it is essential that audit 

logs (of administrative access in particular) are comprehensive, maintained and 

available. Many cloud providers do not supply detailed log files or cannot separate 

events relating to one company from those of another. 

 

Upon reflection 

It is essential that companies evaluate their own requirements and business 

benefits before moving parts of their ecommerce systems to cloud computing 

services. The need for cloud computing could be considered more prominent in the 

decision-making process when the answer is “Yes” to at least two of the following 

questions: 

 

1. Do you have excess capacity standing by (e.g., idle servers and databases) 

for the time when your ecommerce systems need the additional processing 

power, such as peak trading periods? 

2. Are security requirements around the information you retain and/or process 

low to medium? 

3. Will your business benefit by the preservation of capital? 

4. Will cost reductions have a direct benefit when considering the profitability 

of the company? 

 


